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Product Security Architect

Apply Now

Company: ChargePoint

Location: Spain

Category: other-general

Requirements

8 + years of dedicated working knowledge, and real-world experience of product security

best practice across multiple functions and geographies

Experience working with Security Architecture review (AWS) / threat modelling

Experience in Application Pentest

Experience in product testing (WAF, EDR, Endpoint)

Experience implementing security by design culture.

Experience with one or more programming languages (such as Java, C++, PHP, others) for

the purpose of code review.

An understanding of networking and communication protocols (such as TCP/IP, UDP,

SSL/TLS, IPSEC, HTTP, HTTPS, BGP)

Ability to lead through influence within a secure development life cycle for multiple products

and technologies, meeting customer expectations for security

Demonstrate ability to clearly identify business and regulatory implications of analysis and

findings and propose strategic solutions

Customer and organizational data literacy on processing, usage, management
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Ability to manage multiple stakeholders, understand technology and commercial concepts

quickly

Strong relationship’s skills / ability to communicate effectively both in writing and verbally

Ability to identify and mitigate product security risks with the ability to understand

materiality of risks and prioritize / differentiate response accordingly

Experience in implementing and managing product security tools (good to have)

Experience in the automotive or EV charging industry (good to have)

Experience with embedded / hardware security (good to have)
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